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ABSTRACT:

The Internet of Things (IoT) has been taking over the globe, providing an interface where computer devices are connected to
digital equipment, mechanical machines, and even individuals. This paper suggests a smart airport check-in system utilizing the
Internet of Things. The system includes setting up a smart door to secure the passage to travelers at the airport, depending on the
barcode boarding pass (BCBP). The door is designed and implemented by using Raspberry Pi 4B, and two cameras are installed.
The first one is for scanning the BCBP, decoding a developed portable data file (PDF417)-based algorithm and processing the
data. The second camera is to detect and capture traveler’s faces in real-time video streaming among face alignment using Dlib
and OpenCV-Python algorithms. A fingerprint reader is also attached to the system as biometric authentication. The system is
monitored by using the KAA platform. When the data of a traveler is verified and matched, the door opens. If the data is not
matched, the door remains closed and a Telegram notification will be sent to the airport security. The system was tested on 100
travelers. It resulted to obtain smooth, secure, and reliable check-ins. In terms of efficiency, our system has decreased maximum
and minimum time to check-in for each passenger to a much larger extent comparing to the traditional check-in system.
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1.INTRODUCTION :

0T, by definition, is connecting devices via
sensors and an appropriate platform with the
Internet (Hassan, 2018). Due to the cloud-based
loT services, it is possible at any time for the user
to retrieve their data and monitor the systems via
the Internet (Abdalla and Varol, 2019). There is an
expansion of travel via airplane to a variety of
locations worldwide due to recent improvements
in airport infrastructure and technology.
Therefore, the idea of an automatic security
check-in door for airport arose. The proposed
system is to establish a security door using a
BCBP, fingerprint, and face detection of the
traveler.

International Air Transport Association (IATA)
started a project to launch Bar Coded Boarding
Passes (BCBP) among those flight airlines who
are their members to end magnetic boarding
passes. This update allows the airlines to use more
affordable boarding passes. It would also be more
applicable for the other technologies such as web
and mobile check-in. The BCBP standard defines
QR and PDF417 codes can be used to encode the

data from paper boarding passes (IATA, 2018)
PDF417 (Portable Data File, or PDF-417) is a
stacked linear barcode format theme that was
introduced by Symbol Technologies as a high-
capacity, highly secure symbology. PDF417 is
classified as stacked, though each symbol
character often consists of 4 bars and 4 spaces

* Corresponding Author:

with a total width of 17 modules (hence the origin
Ashna Sahdi Ali

; . of 417 in the symbology's name) (Leopold, 2008).
-mail: ashna.s.ali@su.edu.krd A .
E\rT.i:L .‘i?stﬂf‘y? ali@suedutr PDF417 can be applied in different fields of study

Received: 30/10/2022 and research such as in  (automotive
Accepted: 24/12/2022

Published: 30/08 /2023


https://zancojournals.su.edu.krd/index.php/JPAS
http://dx.doi.org/10.21271/ZJPAS.35.4.01
https://en.wikipedia.org/wiki/Barcode

Ali. A. and Hasan. D. /ZJPAS: 2023, 35 (4): 1-13

2
industry), transport  systems (e.g.for  shipping
labels), identification (e.g. driver licenses,

passports) and document management.(Gounder
& Sharma, 2021)
In this paper, an 10T security door is proposed to
be implemented based on the use of Raspberry Pi
4B, which is a simple computing and networking
miniature pc that tasks as a primary component of
the 10T in this system; two webcams were used,
one for scanning the barcode and the other for
capturing the face of the traveler; also fingerprint
sensor is attached to the system so that multi-
biometric authentication is used.
A software is developed based on the PDF417
algorithm to decode BCBP data. Another software
is developed by using Open-CV python, Dlib
algorithm, to detect and recognize traveler's face
images (Ismael et al.). The fingerprint sensor is
programmed using a modified version of the
Adafruit fingerprint library. When there is
unmatched data of the traveler, the door stays
closed.
The system is monitored through the Kdrive
Acceleration Architecture (KAA) platform, which
is a multifunctional middle layer platform for the
IoT services that allows the applicators to
complete the end-to-end loT  features,
applications, and smart features. It shows check-in
data utilized value, delivers notifications to airport
staff by sending an SMS to Telegram, and the
door is also tested in the real environment on 100
travelers.
The purpose of this paper is to provide an
empirical analysis using Raspberry-pi 4B of an
airport passenger operation and to improve its
efficiency, and reduce the check-in time also to
obtain maximum security by using face
recognition and fingerprint of the passenger. An
investigation was conducted to evaluate the
guantitative and qualitative efficiency of the self-
service check-in.
This paper's structure is as follows. In Section 2,
relevant works are reviewed. Sections 3 and 4
illustrate the hardware requirement and system
architecture of the research. Sections 5 and 6
explain the software requirement and system
design. Section 7 discusses the results, and
Section 8 explains the results.

ZANCO Journal of Pure and Applied Sciences 2023

2.LITERATURE REVIEW

International society is spending quickly on IoT
devices and security issues nowadays. Especially
in wealthy nations, there is a notable rise in
intelligent  automation  systems.  Emerging
applications for smart door systems are thought to
be derived from already installed smart door
systems. The most recent academic literature
reveals several developments and uses for various
smart security setups. The following works
demonstrated this and were utilized to support our
suggested paradigm. A significant portion of the
present literature is focused on smart security,
which can be modelled more broadly for the
suggested smart airport check-in system.

Liu, Li, Hu, & Sun proposed a new way of check-
in identification system based on face recognition.
This system included three main processes. First,
face images were captured by web cameras.
Second, the PCA algorithm was performed on
normalized images to extract features. Thirdly, a
database including the basic information of
participants was created, and each image was
associated with corresponding information in the
database. The system can serve as an efficient and
accurate way of check-in (Liu, Li, Hu, & Sun,
2018).

Jahnavi and Nandini designed smart door locking

system to make the facial recognition and
detection systems previously used to open doors
more secure. The LBP technique was used to fully
detect the facial image, which was taken by using
the Raspberry Pi camera. For the dimensional
reduction, a Principal Component Analysis (PCA)
approach was employed. A face was eventually
found and compared to the original programming.
When a match was used to unlock the door, access
was prohibited in the absence of a match, which
set off an alarm to notify the homeowner. This
work used just one authentication factor, but it is
obvious to use a more authentic factor can
increase the security and accuracy levels of the
system (Jahnavi and Nandini, 2019).

Pinjala and Gupta designed an intelligent door
lock which can be continuously managed and



observed remotely via a smartphone application.
The Raspberry Pi HD camera was made to turn on
when a visitor rang the doorbell and sent a text
message to the user to let them know. In addition,
0T capabilities were used to transmit the visitor's
live stream to the owner. They even demonstrated
how the app could be used as a doorbell over a
cloud server in real time and how the door could
be opened from the app using a pre-programmed
password. However, there is also a lack of using
many authentication factors (Pinjala and Gupta,
2019).

Kumar et al. developed a Smart Door Lock system
using Raspberry Pi that successfully integrated a
camera motion sensor with e-mail. The motion
sensor and webcam were handled and managed by
Raspberry Pi for sensing and monitoring. The
Raspberry Pi gadget would start streaming the
webcam whenever motion was detected and send
the owner a notification through e-mail to his
registered mail 1D (Kumar et al., 2019).

Husni et al. intended to strengthen and increase
security by using electronic key to open, close,
and control the door via an android smartphone,
which is used with an electronic key to open and
close doors. In order to open or close the door, the
Arduino Global System for Mobile
communication (GSM) receives commands from
the server via the Raspberry Pi, and a webcam
captures images of the surrounding area for
documentation. This research applied a different
factor for authentication, but the system should
consider an alternative way in case of failure to
receive the electronic keys (Husni et al., 2019).
Rahaman et al. (2021) have proposed door access
security system that can operate different lighting
and identify faces from various angles using
Raspberry pi. Moreover, it triggers the security
alarm when unauthorized travelers try to check in
and their faces data do not match with the stored
data inside its database and using Haar Cascade
Face detection process, to perform the face
recognition system (Local Binary Pattern (LBP))
Algorithm has been applied (Rahaman et al.,
2021).

Baluprithviraj et al. effectively integrated safety
and facial recognition in order to ensure that
householders were contacted safely. They
demonstrated how to unlock doors only when a
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mask-covered face was seen in order to guarantee
that residents may be visited safely in the COVID-
19 period. Researchers demonstrated how their
system could recognize people without masks and
integrated with a clever application to notify the
homeowner. They used a new technique for
recognizing a person even wearing a mask, but
this work also ignored alternative ways to
recognize the person in case the system is not able
to recognize the trusted person via their face, such
as using fingerprints as an alternative technique
for authentication (Baluprithviraj et al., 2021).

Prathapagiri and Kosalendra suggested a door
security system application that would employ an
ESP32 CAM Wi-Fi Door Lock and IloT
technology to manage the door, check its state,
and send an alert to the owner's phone along with
a picture of that person. Additionally, they showed
how it might be used to unlock the door from a
mobile device after scanning the image; as in
other studies in this area, the proposed system did
not consider the alternative authentication factors.
For example, due to some technical issues, the
systems will not recognize the authorized person
correctly, or in some cases, the system may allow
opening the door with a trusted person; the best
way to solve this issue is using various
authentication  factors  (Prathapagiri  and
Kosalendra, 2021).

Prity et al. suggested that an RFID-based safe
door lock system attempts to leverage its many
benefits over conventional door security systems
in order to boost security. For example, a wireless
technology called radio frequency identification
(RFID) enables the creation of flexible, scalable
control systems. However, tag collision happens
when too many tags confuse an RFID reader by
transmitting data simultaneously, which is one of
the major RFID vulnerabilities (Prity et al., 2021).
Elechi created a facial recognition security system
that could easily integrate into an intelligent home
system utilizing the Raspberry Pi. For feature
extraction, Eigen face was applied, and Principal
Component Analysis (PCA) was used to classify
data. The facial recognition algorithm's result was
linked to the Relay circuit that manages a door-
mounted magnetic lock. Overall, the outcomes
were facial recognition accuracy of 90% very
significant (Elechi, 2022).
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Mishra et al. demonstrated a smart home
technology component that utilizes Bluetooth in a
mobile device to facilitate and improve user
efficiency. Additionally, it is based on the open-
source, free Android and Arduino platforms. The
development of a mobile application based on
Bluetooth for locking and unlocking door is
discussed first, followed by hardware design and
software development (Mishra et al., 2022).
Jeong created a door lock which can reduce the
user's fingerprint trail and complement the shape
of the existing door lock that is visible from the
outside. Additionally, a technique of fingerprint
recognition by image processing and a random
pattern number arrangement is used to reinforce
security. The effectiveness of this sort of door
lock was tested in an experiment, and the
detection was partially damaged. Additionally,
fingerprints were verified (Jeong, 2022).

The paper is based on door security system using
Raspberry-pi 4B of an airport passenger operation
to improve its efficiency, reduce duration of
check-in and queue time, also to obtain maximum
security by using BCBP, face recognition and
fingerprint of each passenger.

3. Hardware Requirements

More powerful
processor

<
4 S g
5 X
=,
use-C j
Power supply

Micro HDMI Ports
Supporting 2 x 4K displays

This section explains the required hardware for
designing the proposed system.

3.1. Raspberry Pi 4B

Raspberry Pi 4B is a single-board computer with a
64-bit quad-core ARMS8 Broadcom (BCM2711)
1.5 GHz Central Processing Unit (CPU), 4GB
Low Power Double-Data Rate Fourth-
generation (LPDDR4) Random-Access Memory
(RAM), an extensible Micro secure digital (SD)
card, and a conventional 40-pin General Purpose
Input/output (GPIO) port. Along with inbuilt
wireless networking, Bluetooth, and Gigabit
Ethernet, Raspberry Pi 4 has these features, as
shown in Figure 1. The Raspberry Pi is the
optimal choice for 10T applications because it is
simple to set up for remote communication when
combined with Wi-Fi and Internet connectivity
(Chaudhari et al., 2020). Therefore, this
microcontroller is used in the suggested system.

Choice of RAM

\ Gigabit
Ethernet
.\ use2

Figure 1: Raspberry Pi 4B

3.2. Webcam Sensor

A Joyaccess webcam with Auto Light Balance is a
type of camera used in this system that sends live
video or still photos over a USB cable with a
resolution of HD 1920 x1080p that allows you to
record and share colorful, vivid, high-definition
quality videos, with its focus range from 5cm to
infinity as shown in Figure 2 (Anwar et al., 2022).
Two webcams are used in the proposed system;
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the first webcam was used to scan the BCBP, then
encrypted by a decoding algorithm. The second
webcam was used to capture a face image of the
traveler.



Figure 2: Joyaccess webcam

3.3. Fingerprint

The R307 fingerprint sensor module used in the
system for detecting and verifying traveler is a
high-powered DSP chip with low power
consumption, low cost, small size, excellent
performance, professional optical technology,
precise module manufacturing technics. Good
image processing capabilities can successfully
capture an image up to resolution 500 dpi Finger
detection function(Arun et al., 2018), as shown in
Figure 3.

Figure 3: R307 Fingerprint device

3.4. Servo Motor
A two MG90S micro servo motor is used in the
system to control both door sides. Despite its low-
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cost, metal gear radio control (RC) servo with 1.
80kg.cm holding torque (at 4.8V) and tiny size
and lightweight, it has powerful output. The
advantage of servo motor over the brush motor is
the ability to control its rotation angle (Gaponcic
et al., 2021), as shown in Figure 4.

Figure 4: Servo Motor MG90S
4. System Design and Architecture

Traveler's BCBP, fingerprint, and face are the key
points of this study; thus, the system applies three-
factor authentication (3FA) for verification. The
flowchart shows the main steps which the passage
follows in the check-in process. A GUI for the
check-in process is designed for passengers. The
first phase is to scan the BCBP barcode. The
acquired data from BCBP is compared with the
airport database; if verification occurs, biometrics
phase (fingerprint and face) will be processed.
When both biometric data are confirmed, the door
will open. The verification process is tested under
neutral condition and works excellently. The
proposed system software is shown in Figure 5.
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Figure 5: The flowchart of the proposed system

Our system protocol is consisted of a
motherboard, three sensors two motor and a
monitor. The sensor, motor and monitor are lined
through the motherboard. The sensor includes two
cameras and one fingerprint. One camera is used
to scan BCBP and the other is used to capture the
face. Fingerprint sensor is used to record the
passenger fingerprint of the thumb. After having
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accurate data process confirmation, the two
motors are used to open the door. And the monitor
connected through Wi-Fi is used to display the
data. Figure 6a shows the schematic architecture
design of the proposed system and the connection
between hardware parts and Raspberry Pi
microcontroller, and Figure 6b shows the
prototype design of the system.
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Figure 6a: The hardware components schematic of the smart door system

Figure 6b: prototype design of the system
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5. Software requirements

The hardware components, for reading barcode,
fingerprint, and facial detector, require
programming for them to work properly. The
software development includes three different
libraries which are discussed below, where two of
the libraries are ready-made. However, pdf417
library for reading the barcode needed to be
customized.

5.1. Barcode detection and reading process

After having the barcode scanned, the barcode
capture through open cv will be converted into a
string of codes through python program and is
designed based on the PDF417 library. The string
array will be compartmentalizing into different
indexs; each index represents specific data. For
instance, the second index coded as (EUYDKVX)
indicates PNR (Passenger Name Record), the third
index specifies the to/from airport, and stored
inside the MySQL database, as shown in Figure 8.

15E>518

M1ABDULLAH/SHELAN EUYDKVX MXPSAWTK 7795 324Y031A0093

Figure 7: encrypted data obtained from webcam

Format code: M format
First name: SHELAN
Last name: ABDULLA
DATE: NOV ,20

traveler Destination: MXP
From to: SAW

Seat :031A

Class: Y

Flight NO: 7795
Flight operator: TK
PNR: EUYDKVX

Figure 8: Real traveler data obtained from modified PDF library

5.2. Fingerprint Process
The fingerprint process depends on the traveler's
barcode; the system checks the status of the
barcode and decides on one of the following
situations:

1- Unchecked barcodes (new barcodes):

for unchecked barcode the system
search for a traveler’s fingerprint in the
database, if there is a fingerprint
match, the system will proceed directly
to face process. If otherwise (first time
system user), the system saves the
traveler's fingerprint and proceeds to
face process.
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2- Checked barcodes (barcode used
previously):  for checked (used)
barcode the system search for a
traveler’s fingerprint in the database, if
there is a fingerprint match, the system
will proceed directly to face process. If
otherwise, it means a fake person uses
previously registered barcode;
immediate telegram notification will be
sent to airport staff.

The flowchart represents the fingerprint
process for the traveler check-in system shown
in Figure 9.
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Figure 9: fingerprint process for the traveler check-in system

5.3. Facial Detection and Recognition Process

After face is detected as shown in Figure 11, the
camera will capture the face. Open CV haar
cascade and Dlib library are ready-made package
and they are used for detection and recognition of
the face; Figure 10 shows the flowchart for face
detection and recognition process for the traveler
check-in system.
After the face detection process, there will be two
cases:

1- Unrecognized face of new traveler: When

the face of the traveler is not recognized in
the database and if no fingerprint is
detected in the database, the user will be
registered as a new record, the door is

Detect face

USB camera —» Frame/lmage ——» )
(haar cascaed

17' !
Compute 128-d
face embedding

via Dlib
Y

Compare 128-d

unlocked. Otherwise, the person is fake
and a Telegram notification will be sent to
the airport staff that indicates the same
barcode is used by two different persons.
Recognized face: When the traveler's face
is recognized, it means he/she used the
system before and if there is a match of the
fingerprint on the database, the face is
updated and the door is unlocked. If
otherwise (face not matched with face), the
person is fake and a Telegram notification
will be sent to the airport staff.

Database

vector with ~ 4——

database

" DASSeNmeritres the . = e
7 Passengertres 2 ™~ _jyes " Recognazed?
~...._fector were used by asingle N
‘ e passenger?) - - o
5 NO \."-\.__ ,-"'(

Send telegram ‘ 1

notification to airport [ Yes
stalff

Unlock door

Update face } >

Nom<

o

Send telegram
notification to airport
staff

Yes/

Figure 10: face detection and recognition Process for the traveler check-in system
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o Themes multi-biometric authentication can also be
5.4. KAA platform for User Authentication used.
Testing the system with the real-time traveler
check-in progresses smoothly and securely. A
Pdf417 algorithm decodes the BCBP barcode very
effectively. The screen in Figure 11 shows the
scanned barcode (BPBC) and the captured data
from the barcode. A fingerprint sensor is
programmed with a modified version of the
Adafruit library tested for 100 travelers and they
were satisfactorily authenticated.
The software is developed by using Open-CV
python, dilb algorithm, and haar cascade to detect
and recognize live stream of the traveler faces;
while testing among the travelers, it was able to
authenticate the authorize their check-in
processes.

KAA is the enterprise 10T platform for data
collection and visualization. The system is
continuously monitored through the KAA
platform. Furthermore, the KAA platform is
also used for statistical purposes.

6.Results and Discussion

In this study, an 10T security door is proposed and
implemented based on the use of the Raspberry Pi
4B, where two webcams were used. One of them
is for scanning the barcode and the other for
capturing the face of the traveler, also an Adafruit
fingerprint sensor is attached to the system.

.
K2 ) - JIEere—

I% Thonny - /home/pi/Pyc...

= /home/pi/PycharmProjects/pythonProject/Main py @ 707 -1
My

HAMA SAADI
PRN: BFGHYMY

Milan ——= Istanbul

Flight Seat Real traveler data from
TK7795 031D N BCBP

The door is open

Webcam 4‘{ "

Fingerprint

Figure 11: check-in process of a traveler
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The status of the check-in process is monitored in
real-time with the KAA platform, as shown in
Figure 12. The Y-axis represents the number of

LikaaoT
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the passed travelers and the X-axis represents time
of the check-in.

Figure 12: Real time check-in process loT KAA platform

Table 1 shows the time per passenger in our
system and traditional system. As it is shown, our
newly designed system takes much lesser time to
check-in comparing to the traditional one. The

minimum time for check in per passenger is 40
seconds and its maximum is 80 seconds, while in
the traditional systems it takes 60 seconds and 120
seconds per person, respectively.

Table 1: check-in time per passenger

traditional check-
in 60 sec

our system 40sec

A comparison of our proposed system check-in is
made with the traditional check-in as seen in
Figure 13. The bar-graph shows the number of
passengers processed (Figure 13a) and average
processing time per passenger (Figure 13b) and
average queue time per passenger (Figure 13c). It
can be seen that our system has a higher total
number of passengers processed in 15 minutes
than traditional check-in.

Moreover, our system has a lower APT (Average
Processing Time) of 48 sec. than traditional
system which has an APT of 100 sec. This means
that our system is able to process passengers faster
than traditional check-in system. What is more, it

120 sec
80 sec

is true that our system has a lower Average Queue
Time (AQT) than traditional check-in. Our
system, with an AQT of 12 secs, is superior to
traditional check-in. This shows that a passenger
checking-in with our system spends less time in
the queue than a passenger checking-in with
traditional check-in system. This proves the
superiority and efficiency of operating with our
system.

ZANCO Journal of Pure and Applied Sciences 2023
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Figure 13: Comparison between the traditional check-in and our system in airport

7. Conclusion

This paper offers an implementation of a low-cost
computing system for the check-in system. It
simplifies the traveler’s experience and reduces
the airport check-in hassles. The system stores the
history of the travelers at the airports to enable
accessing the required information when needed
including the number of flights, the destination of
travel, and the date and time of travel and return.
The paper shows the integration of OpenCv
library, dlip algorithm, and Adafruit algorithm
with Raspberry Pi to build 10T applications.

The proposed system forms a secure airport
check-in system to control the check-in system
using three authentication factors, which are face,

ZA
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fingerprint, and barcode inputs. As shown above,
this newly designed system has the ability to
perform much more efficiently and accurately
comparing to traditional check-in system. On the
other hand, the system can also reject
unauthorized travelers to pass from the airport
with informing the airport staff. The system can
also recognize travelers who have travelled
before. It uses the requested biometrics, face and
fingerprint, against the stored data in the database
that assists the airports to control every travel.
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