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ABSTRACT 

Exponential growth in IoT application involves managing latency, resource utilization 
and reliability in traditional cloud based architectures. In this research, we present a 
dynamic IoT-Fog-Cloud architecture using fuzzy logic, DQN and MOEA/D to optimize 
QoS metrics in real time. The real-time tasks generated by simulated IoT devices are 
falling through fuzzy logic at the Fog Master node and classified according to urgency. 
DQN schedules tasks dynamically so that during runtime it discovers optimal tasks 
solution on a set of Fog nodes. Resource allocation is enhanced by MOEA/D 
balancing computational loads with trade-off between latency, reliability and resource 
utilization. Here, we compare static and cloud-only architectures and show 
comparative simulations in iFogSim tool that achieve 28% reduction in latency, 19% 
increase in reliability and 22% improvement in resource utilization. The system’s 
hierarchical adaptive nature provides for an efficient task processing that is scalable 
and with superior QoS for IoT applications. The proposed framework is a scalable, 
robust and efficient means by which one can run real-time IoT tasks in fog-cloud 
computing environments by synergizing advanced deep learning and evolutionary 
algorithms. 
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1.Introduction 
The Internet of Things (IoT) represents a 
shift in how devices will communicate, share 
data, and interact with the physical world 
(Ksentini et al., 2021). With billions of 
devices interconnecting, there has been an 
urgent need for efficient, scalable, 
responsive systems. Nevertheless, the 
traditional cloud computing model fails to 
address the sheer volumes of data 
generated by IoT devices, specifically, 
dealing with latency, bandwidth, and 
resource allocation (Al-khafajiy et al., 2018). 
This has given rise to fog computing, a 
decentralized computing framework that 
replaces cloud capabilities with edge 
networks.  
Fog computing addresses the inherent 
limitations of cloud computing. It takes a 
different approach, enabling processed data 
closer to the source where it has been 
generated, thus providing enhanced Quality 
of Service (QoS) for IoT applications. It 
offers a middle layer on top of the IoT 
devices to the cloud, but distributes the 
computational resources over several fog 
nodes near the data source. It provides low-
latency processing, efficient resource 
utilization, and high reliability for real-time 
applications, including autonomous vehicles, 
intelligent cities, and healthcare monitoring 
(Mahmud et al., 2019a). Additionally, fog 
computing extends the computation to the 
network's edge, enabling effective 
integration of diverse data types and 
volumes into the fog for advanced analytics 
and more effective decision-making at the 
network's edge than traditional approaches 
(Kareem and Ghafoor, 2021).  
Although fog computing is being 
implemented, there are some challenges to 
it. With the rapid increase in connected 
devices, resource allocation and QoS have 
become complex problems (Alsadie, 2024). 
With the dynamic nature of IoT 
environments, intelligent resource 
management strategies suited to varying 
workloads, QoS requirements, and the 
inherent unpredictability in the network 

behavior are needed.  
However, poor user experiences, system 
failures, and safety hazards compromise 
QoS management in the IoT environment, 
particularly in mission-critical scenarios. This 
research attempts to design fog computing 
and intelligent resource management 
techniques to enhance the QoS of the 
Internet of Things (IoT) environment through 
synergies between Reinforcement Learning 
(RL), fog computing, and fuzzy logic. It is 
expected to yield great results before fog 
computing and its application in the IoT 
domain. 

The study utilizes artificial intelligence (AI) 
and machine learning (ML) techniques to 
maximize resource allocation with the least 
energy consumption in fog computing 
environments. This integrates intelligent 
systems (e.g., Multi-Objective Evolutionary 
Algorithm (MOEA/D)) for dynamically 
optimizing resource allocation amongst fog 
nodes. By utilizing RL algorithms like Deep 
Q-Networks (DQN), real-time learning and 
adaptations of dynamically optimizing 
resource usage can be done from our 
historical information and current conditions. 
Second, task scheduling and resource 
allocation may be automatically optimized 
according to QoS criteria of latency, resource 
utilization, and reliability using these 
algorithms. To address the management of 
uncertainties and complexities in the IoT 
environment and its robustness, fuzzy logic is 
combined with RL. The system enables the 
incorporation of qualitative human knowledge 
into decision-making processes to assess 
quality of service parameters, such as 
reliability, latency, and resource utilization, 
more precisely. RL and Fuzzy logic synergy 
is combined to enhance the adaptability of 
the fog computing systems and satisfy 
diverse QoS requirements in the IoT 
applications. 

2. Literature Review 

The need to integrate intelligent computing 
paradigms in IoT-fog premises is becoming a 
necessity owing to the explosive increase in the 
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number of heterogeneous devices and real-time 
requirements of contemporary applications. Fog 
computing was introduced as a parallel 
paradigm to clouds in the traditional sense of 
the word offering computation, storage, and 
networking nearer to the source of data to 
decrease latency and increase reliability. 
According to (Walia et al., 2024, Alsadie, 2024), 
fog computing supports scalable systems with 
low latency, which are essential to smart cities, 
healthcare, and autonomous settings. 

Nevertheless, decentralization is achieved with 
fog architectures, but there is no easy task of 
scheduling and managing resources in dynamic 
and unreliable environments. Over the last 
several papers, the scholars have shown that a 
combination of smart decision-making methods 
like fuzzy logic, reinforcement learning 
(especially DQN), and multi-objective 
optimization (MOEA/D) can result in more 
responsive and robust systems (Ibrahim and 
Askar, 2023, Kouka et al., 2024). 

2.1 Fog and IoT using Fuzzy Logic 

Fuzzy logic is instrumental in categorizing and 
prioritizing the tasks according to the uncertainty 
and real-world ambiguous data, which is 
abundant in IoT. According to (Irwanto et al., 
2024), fuzzy inference systems can add subtlety 
to task processing by mapping the raw system 
measurements, e.g., latency, load, or urgency to 
the degrees of priority. In contrast to binary 
logic, fuzzy logic does permit an overlap in the 
degrees of membership (e.g. a task being both 
medium and high urgency), which provides 
greater flexibility of the system (Asaad et al., 
2024). 

Other recent applications like the fuzzy 
controller in mushroom growing  (Irwanto et al., 
2024) or intelligent energy scheduling (Sarkar et 
al., 2023) have seen greater accuracy and 
flexibility in making decisions with fuzzy logic 
regarding the changing environmental 
demands. In a similar manner in fog systems, 
fuzzy logic can be used to ensure that high QoS 
sensitive tasks are identified early and 
dynamically prioritized thus mitigating service 
degradation. 

2.2 DQN for Adaptive Scheduling 

Reinforcement Learning (RL) and, particularly, 
DQN is attracting interest due to the capability 
to learn in real-time to adjust to complicated 
system conditions. DQN learns a value-based 
function that focuses on mapping system states 
(e.g., fog node loads, task urgency) to the best 
scheduling actions. In (Shukla and 
Tchouankem, 2023), it was demonstrated that 
DRL systems could learn optimal policies 
adapting to the network conditions to respond 
better to the vehicular communication system. 

RL in fog computing enables the scheduler to 
manage stochastic processes, i.e., variable task 
arrival rates or dynamically available nodes 
through past experience. In (Gong et al., 2024, 
Su et al., 2023), multi-agent DRL was proposed 
to jointly optimize the VM placement and 
resource scheduling, showing substantially 
better convergence and flexibility than heuristic 
approaches. In addition, experience replay and 
target networks offer DQN a stable learning 
process that is essential in mission-critical 
environments like in telemedicine or 
autonomous control. 

DQN is learned in our architecture to 
dynamically select the fog nodes to execute 
high-priority tasks to reduce the deadline misses 
and balance the loads. The ε-greedy policy 
provides exploration at the beginning, and as 
time goes by the system begins to exploit the 
learned policies- it shows stable convergence 
and scale in large simulations. 

2.3 MOEA/D on Multi-Objective 
Optimization 

Scheduling is addressed by DQN, resource 
allocation is a more strategic problem of 
contrasting goals: latency minimization, 
reliability maximization, and resource utilization 
optimization. MOEA/D solves this through 
decomposing the global optimization issue into 
scalar subproblems along the weight vectors 
(Luong et al., 2020, Saeed et al., 2024). 

More recent papers like (Kouka et al., 2024) 
used MOEA/D in load balance in fog clusters 
and demonstrated the benefits of weighted 
decomposition in enhancing solution diversity 
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and convergence rate. MOEA/D used in our 
system improves the scheduling results 
generated by DQN through crossover and 
mutation operators to develop optimal 
allocations. This is assured by the use of 
multiple objective functions to make sure that 
nodes are not overloaded or underutilized 
making the system unstable. 

Moreover, enhanced MOEA/D versions like 
adaptive weight adaptation (Gong et al., 2024) 
or selection by crowding distance (Vijarania et 
al., 2023) ensure better quality of the Pareto 
front, which enables the system to be resilient to 
workload spikes and failures. 

2.4 Fuzzy, DQN, and MOEA/D Synergetic 
Integration 

A number of works benefit from having fuzzy 
logic, RL and optimization integrated within the 
same framework. As an example, (Abdulazeez 
and Askar, 2024) designed a hybrid fuzzy-RL 
offloading mechanism, which minimized the 
network delay in fog-cloud systems. On the 
same note, (Irwanto et al., 2024) underlined the 
purpose of hybrid models to improve privacy, 
efficiency, and control of edge systems. 
Our system federates on these concepts and 
proposes a new layered integration: 

1. In the first step, fuzzy logic is used 
to categorize tasks at the Fog 
Controller (FC) according to real-
time QoS boundaries. 

2. DQN at the Fog Cluster Controller 
(FCC) plans the categorized jobs to 
suitable nodes depending on the 
acquired optimum action. 

3. The MOEA/D then proceeds to 
allocate resources optimizing on 
latency, reliability, and utilization 
simultaneously. 

Such a modular, but interconnected architecture 
enables autonomous adaptation and worldwide 
optimization, making it scalable and resilient. 

2.5 Recent Trends and Gaps 

There are quite a few recent studies that take 
either RL, fuzzy or evolutionary algorithms 
separately, but not all three together. That 
creates a research void of intuitive, intelligent 

structures that can learn in real time, assign 
priorities to classification and optimize multi-
objectives in one fell swoop. We show in our 
contribution that this gap is filled by our method, 
by verifying it through comparison simulation 
with cloud-only, static, and partially dynamic 
approaches. 

As showed by (Costa et al., 2024, Arcas et al., 
2024, Trabelsi and Ben Ahmed, 2024), among 
others, insist on more profound integration of 
smart decision-making schemes to make fog 
infrastructures future-proof. Our findings support 
the assertion that learning-based resource 
management systems are far better in 
enhancing QoS, task completion rate and 
system flexibility. 

3. Proposed System Architecture 

The proposed system architecture is a multiple 
layered system that targets the key issues 
associated with IoT systems including high 
latencies, non-optimal resource usage and 
ineffective task scheduling(Abdulazeez and 
Askar, 2024, Irwanto et al., 2024, Walia et al., 
2024). This architecture is a scalable and 
efficient solution combining IoT, fog, and cloud 
computing paradigms to achieve dynamic task 
management, QoS optimization, and 
inefficiencies. The architectural structure has 
three layers: The IoT layer generates data from 
IoT components like sensors and cameras, 
preparing tasks for the system. Real-time tasks 
generated by IoT devices simulate actual IoT 
workloads, and tasks are prioritized and 
forwarded to the fog layer for further processing. 
The MQTT protocol communicates between IoT 
devices, fog nodes, and the Cloud.  

MQTT is a lightweight message protocol based 
on a publish-subscribe model, which is excellent 
for IoT. Data can be published from devices to 
topics, and subscribers receive messages in 
real time (e.g., fog nodes). It provides efficient 
and low-latency communication and reliable 
delivery with minimum overhead. The fog, the 
most essential layer, manages tasks and 
resources in the local region. It consists of the 
fog master, which is called Fog Controller (FC), 
and multiple Fog Cluster Controllers (FCCs), 
which control k-means created clusters. The FC 
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uses fuzzy logic to assess tasks based on 
latency, reliability, and resources required. The 
FCCs manage tasks and allocate resources 
using a Deep Reinforcement Learning (DRL) 
(like DQN) and an evolutionary algorithm (like 
MOEA\D). The fog layer also processes tasks, 
deploying them to cluster nodes. If fog nodes 
become overloaded or computationally 
constrained, the FCC collaborates with FC to 
offload tasks to the cloud layer. The cloud layer 
provides more computation power and storage 
space for long-term data accumulation and 

processed data storage. It ensures scalability, 
reliability, and QoS requirements, and serves as 
a backup for the system. These layers are kept 
in harmony through perfect protocols of 
conveying data from one layer to the other with 
maximum efficiency and stability. Figure 1 
shows the proposed system architecture. 
System configuration parameters are set in 
Table 1, and Table 2 defines and describes the 
general responsibilities of all components in 
three layers.  

 

Figure 1. Proposed system architecture 

Table 1: System Configurations, components and their description. 

Component Description 

IoT Devices Real-time task generators 

Fog Layer Multi-node fog layer with a Fog Master for task prioritization 

Cloud Layer Handles high-complexity tasks or stores results 

Communication Protocol MQTT for task transfer between layers 

Algorithms Fuzzy Logic (classification), DQN (scheduling), MOEA/D (resource 
allocation) 

  

Table 2: system component specification. 

Parameter IoT Layer Fog Layer Cloud Layer 

Data 
Generation 
Rate 

1 to 5 messages per 
second, varies based on 
device type (e.g., sensors, 
cameras) 

- - 

Task Types 

Image processing, sensor 
data collection, and data 
aggregation with varying 
processing demands 

- - 

Task Size 0.5MB to 5MB per task - - 
Processing 
Cores 

- 
4 to 8 cores for parallel task 
processing 

64 cores 

RAM - 
16 to 32 GB, supporting 
multiple tasks but with 
limited simultaneous 

128 GB, sufficient for high-
demand applications 
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capacity 

Task 
Processing 
Time 

- 
50 ms to 500 ms, varies 
based on node load and 
task complexity 

100 ms to 1 second, 
typically slower than Fog 
nodes, impacting overall 
QoS 

Role 

Creates tasks/data for 
processing, imitates different 
real-time data production 
depending on device type 
(sensor, camera) 

Serves as a bridge between 
IoT devices and the Cloud, 
initial data filtering that helps 
to reduce load on the Cloud 

solves what the Fog nodes 
cannot solve, giving 
additional computational 
capabilities for highly 
computational tasks and 
handling a significant 
amount of data. 

 

4. Methodology 

4.1 Simulation Environment 

The designed simulation model of the study is 
based on the iFogSim tool, which is an extension 
of CloudSim to evaluate fog and cloud computing 
paradigms. This framework enables the dynamic 
modelling of IoT systems where devices produce 
tasks that could either be processed at the fog 
nodes or forwarded to the cloud. The simulation 
process starts with the generation of IoT devices 
that can simulate any task and workload that 
needs to be performed. The iFogSim framework 
includes parameter specifications for the 
simulation of real IoT applications. They are 
delivered through the MQTT protocol to the fog 
layer, the intermediate layer to accomplish tasks 
(Saeed et al., 2024). The fog nodes are 
categorized depending on the system setup, 
while the fog resources are dynamically assigned 
with the help of the included algorithms in the 
simulation. 
The system has a fuzzy logic to control the 
priority of the task to be solved based on the 
real-time system, and then adaptively control the 
task sequencing to meet the quantitative QoS 
requirements. DQN is used for task scheduling, 
and MOEA/D is used for resource allocation to  
 
 

decide the perfect scheduling regarding different 
system constraints. Performance parameters 
including latency, reliability, and resource usage 
are observed actively in the course of the 
simulation to determine qualifications of the 
integration of IoT, fog, and cloud computing 
layers to satisfy the QoS demands of 
contemporary applications (Gupta et al., 2016, 
Mahmud and Buyya, 2018,  
Awaisi et al., 2021). In order to guarantee the 
responsiveness of the system, all experiments 
have been conducted on the mid-range machine 
with 16 GB RAM and an Intel Core i7 CPU. 
Despite the fact that each addition of intelligent 
elements (Fuzzy Logic, DQN, and MOEA/D) 
implies some extra computational burden on the 
system, mainly on memory and processing 
cycles during training and optimization, the 
overall system was stable and fell within 
acceptable limits of simulation. The 
reinforcement learning loop of DQN and the 
evolutionary search of MOEA/D also led to an 
increase in decision time, which was however 
compensated by the very promising results in 
terms of QoS metrics. Adaptive learning and real 
time task processing was maintained without 
significant performance bottlenecks. Figure 2 
Shows the workflow of the system simulation, 
and table 3 shows the simulation parameters. 
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Table 3: The simulation parameters used in iFogSim toolkit to simulate the proposed IoT 
environment. 

Parameter Value 

Simulation Toolkit iFogSim in IntelliJ IDEA 

Algorithm Development Python for Fuzzy, DQN, and MOEA/D 

Simulation Time 1000 seconds 

Task Generation Rate 10 tasks/second per IoT device 

Network Bandwidth 100 Mbps (Fog), 1 Gbps (Cloud) 

Latency Threshold 50 ms 

 

 
Figure 2. Simulation workflow of the system 
architecture done by iFogSim in IntelliJ IDEA 
software.  

4.2 Algorithmic Design 
 In this study, the algorithmic framework has a 
central role in the scheduling of tasks, utilization 
of resources, and management of QoS in the 
IoT-Fog-Cloud system. Implementing fuzzy logic 
and DQN with MOEA/D makes the system 
capable of addressing numerous IoT 
applications’ dynamic and complex 
requirements. Each algorithm is tailored to 
address specific challenges: Using fuzzy logic 
for real-time prioritization of the tasks, DQN for 
schedulers to learn adaptive scheduling, and 
MOEA/D for optimal allocation of resources to 
the tasks. In the following section, we provide a 
detailed explanation of these components 
design, implementation, and their working. The 
algorithmic design of the system is summarized  

in Figure 3.  

 
Figure 3. The algorithmic design workflow in a 
flowchart representation. 

4.2.1 Fuzzy Logic 
At the fog layer in the FC, fuzzy logic is used to 
categorize and prioritize tasks based on QoS 
parameters, meaning high-priority tasks will be 
addressed without much delay. In traditional 
logical scenarios, there is usually no provision 
for requirements or functionality to be on a 
gradient. Exploiting fuzzy logic, tasks are 
prioritized as low, medium, and high based on 
their latency sensitivity, reliability requirements, 
and resource needs with the help of a 
membership function. They directly affect the 
QoS objectives and guarantee adaption 
capability regarding various workloads (Shukla 
et al., 2019a, Irwanto et al., 2024). Fuzzy logic 
processes three features: 
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(1) Latency: A measure of task urgency. 
Certain tasks are preferred that 
demand relatively less latency time.  

Formula:         Latency = Tresponse − Trequest 
Tresponse is the task completion time, and Trequest is 
when the task was received. 

(2) Reliability: Helps realize dependable 
performance, especially for work 
critical to the organization. 

Formula: 𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦 𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑 𝑇𝑎𝑠𝑘𝑠

𝑇𝑜𝑡𝑎𝑙 𝑇𝑎𝑠𝑘𝑠 𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑
× 100 

(3) Resource Utilization: Records the 
traffic load in fog nodes to avoid 
overloading these nodes where fog 
computing will occur. 

Formula: 𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 =

 
Resources Used

Total Available Resources
× 100 

Workflow of Fuzzy Logic 

The proposed system relies heavily on the fuzzy 
logic to prioritize real-time IoT tasks based on 
their urgency and resource specificity. 
Fuzzification is the first step, where raw input 
metrics, such as latency, reliability, and 
resource utilization, are fuzzified into fuzzy sets 
given by membership functions. For instance, 
latency is divided up as 'low,' 'medium', or 'high' 
according to parameters defined by system 
benchmarks and historical performance data. 
Focusing on features extracted from the input 
(e.g., data size, task processing complexity, and 
response time), the system estimates the 
latency of the task.  

For example, a task with an estimated latency of 
15ms has a strong membership in the “low” 
category, while a task with 60ms may have a 
part of membership in both the “medium” and 

“high” categories. In the same way, reliability 
(90%) is also “medium” or “high”, and resource 
utilization (80%) is based on thresholds 
describing the amount of resource required for a 
task. These values are in real-time and derived 
from metrics monitored during task generation 
and initial preprocessing at the IoT device or fog 
layer.  

Through a Rule Evaluation stage, combinations 
of latency, reliability, and resource usage are 
evaluated using a predefined set of rules to 
derive a QoS score using fuzzy logic. A rule like 
‘If latency is high and reliability is low, then QoS 
is poor’ will indicate a set of non-urgent tasks, 
while a rule like ‘If latency is low and reliability is 
high, then QoS is excellent’ will identify a set of 
tasks that need to be considered urgent. 
However, this rule-based approach is used to 
identify tasks that must be attended to early or 
have high resource demands.  

In the third, the Defuzzification step, the fuzzy 
outputs are transformed to precise QoS values 
using the centroid method. Then they are used 
to classify tasks into “high priority (urgent)” or 
“low priority (non-urgent)” categories. 
Specifically, a task with a high QoS score based 
on its lateness and firmness is deemed urgent, 
scheduled, and allocated to resources first. 
Conversely, all the tasks with low QoS scores 
are queued or offloaded for later processing. 
This systematic approach ensures that the 
system dynamically assesses task urgency and 
resource demand and schedules the tasks in 
cooperation with fog nodes to achieve efficient 
task scheduling and maximize the utilization of 
the fog nodes’ resources. The fuzzy logic 
processes are given in Figure 4: 
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Figure 4. Fuzzy logic task classification workflow 

4.2.2 DQN 

DQN is used to schedule tasks since the 
priorities of the assigned tasks can be solved 
through the most optimal fog nodes. It uses 
reinforcement learning to determine the best 
scheduling policies by utilizing its experiences, 
guaranteeing dynamicity in accommodating the 
system workloads and fog node conditions. 
DQN uses a Q-function to represent the 
expected cumulative reward when taking a 
particular action up for a specific state. This is 
written mathematically as (Abdulazeez and 
Askar, 2024, Gong et al., 2024): 

𝑄(𝑠, 𝑎) = 𝑟 + 𝛾max
𝑎′

 𝑄(𝑠′, 𝑎′) 

where: 

𝑄(𝑠, 𝑎) : Expected reward for taking action 𝑎 in 
state 𝑠. 

𝑟 : Immediate reward received after action a in 
state s. 

𝛾 : Discount factor (0 < 𝛾 < 1) determines the 
importance of future rewards in the Q-function. A 
higher γ means future rewards are considered 
more valuable, while a lower γ emphasizes 
immediate rewards. 

Despite this, the core of DQN is in its neural 
network architecture, specifically, an input layer 
exposed to the inputs (system state information 

such as QoS scores or node statuses), a one or 
more layers for feature extraction as well as 
learning relationship and an output layer which 
takes the feature representation as input and 
generates Q-values for all possible actions. The 
experience stored in the replay buffer are 
represented as state, action, reward and next 
state tuples, i.e. (s, a, r, s') in the format of the 
training process. These experiences are 
sampled as mini batches, and then the network 
is trained by gradient descent using these mini 
batches. During training stability, a target 
network is periodically updated.  

Key parameters used in the effectiveness of the 
Q-function: In this case, the learning rate 
(α\alpha ) controls how much the network 
updates its weights, how big the discount factor 
(𝛾\gamma) is for the trade-off between current 
and future rewards, and has an epsilon greedy 
policy that is a balance between exploration 
(testing new actions) and exploitation (using the 
best actions learned before). In this study, we 
used learning rate of 0.001, discount factor of 
0.95, and a batch size of 64 to train the DQN. 
The learning rate of 0.001 was chosen because 
it provides slow constant corrections of the 
weights in a network so the improvements are 
consistent without oscillating. A discount factor 
of 0.95 was used to ensure consideration of the 
present and future, making more strategic 
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decisions. The exploration rate (epsilon e) 
began at 1.0 and was decayed slowly to 0.01 in 
order to provide enough exploration before 
levelling off into exploitation. The experience 
sampling was diversified by setting a replay 
buffer size to 10,000 and a batch size to 64. The 
target network was refreshed after every 100 
steps and training was continued with 7000 
episodes to enable deep policy learning. These 
hyperparameters were chosen based on 
empirical comparison through cross-validation, 
and grid search for the best performance and 
stability in our simulations. These combined 
components allow DQN to reason in a dynamic 
and complex environment.  

 

Figure 5. Training DQN  
 
 

Pseudocode for DQN (see figure 5):  
Input: State (QoS Scores, Fog Node Capacities) 
Output: Action (Task Assignment)  
1. Initialize Q-network and target network. 
2. For each training episode: 
    a. Observe the initial state. 
    b. For each time step: 
       i. Choose action using the epsilon-greedy 
policy. 
      ii. Execute action, observe reward, and next 
state. 
     iii. Store experience in the replay buffer. 
      iv. Update Q-network using mini-batches 
from the replay buffer. 
3. Periodically update the target network. 

4.2.3 MOEA\D 

MOEA/D is a robust algorithm that balances 
multiple objectives, minimizing latency and 
maximizing reliability when dealing with fog 
computing resource allocation. The MOEA/D 
dynamically adapts in our system to the 
availability of the resources in fog nodes, and 
the demands of the workload to avoid 
overburdening nodes for task allocation. The 
multi-objective optimization problem is 
decomposed into multiple single-objective sub-
problems along weight vectors where each 
subproblem is a trade-off between objectives 
such as latency and reliability. The collaboration 
with neighboring subproblems help them foster 
the reuse of solution for speedier convergence 
and better accuracy.  

The optimization process is driven by 
evolutionary operations such as mutation 
(introducing diversity), crossover (combining 
parent solutions to generate offspring), and 
selection (choosing the best solution according 
to fitness) (Saeed et al., 2024). Specific 
objective functions for guiding decisions are 
used by MOEA/D: minimize total task 
processing time or maximize the sum of 
reliability metrics for assigned tasks. As a post 
of DQN, our system evaluates real-time inputs 
such as resource availability and the workload 
distribution to refine the scheduling decisions by 
MOEA/D. MOEA/D for example, if one fog node 
gets saturated, it will find another fog node with 
sufficient resources, thus achieving balanced 
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utilization and improved performance. In this 
manner, it leads to a dynamic and adaptive 
resource allocation mechanism, which ensures 
high QoS, minimizes latency, and preserves 
system reliability under different workloads 
(Luong et al., 2020, Shukla and Pandey, 2023, 
Ibrahim and Askar, 2023, Costa et al., 2024). 
The MOEA\D’s procedure is given in Figure 6 
as a flowchart. 

 

Figure 6. the flowchart of MOEA\D procedure. 

 
Pseudocode for MOEA/D  
Input: Fog Node States, Task Requirements 
Output: Optimized Resource Allocation 
1. Initialize population of solutions (resource 
allocations). 
2. Decompose problem into M sub-problems 
with weight vectors. 

3. For each generation: 
    a. Evaluate fitness for each sub-problem.  
    b. Share solutions among neighbors. 
    c. Apply mutation and crossover operators.  
    d. Replace worst solutions with better 
offspring. 
4. Return Pareto-optimal solutions. 

4.3 Evaluation Metrics 

In order to assess the performance of the 
proposed system, a predefined set of evaluation 
parameters was developed in this work to cope 
with the major challenges of IoT and fog 
computing systems. The primary metrics 
included: Latency, Reliability, Resource 
Utilization, and QoS Score, which is a general 
measure of the operation of the system where 
the latency, the reliability degree, and the 
provisions of the resources are taken into 
consideration. The QoS score is computed by 
normalizing and weighting key metrics (latency, 
reliability, and resource utilization): 

(1) Normalizing (Each parameter is 
normalized between 0 and 1) 

For latency (lower is better): 

𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 𝐿𝑎𝑡𝑒𝑛𝑐𝑦

= 1 −
𝑂𝑏𝑠𝑒𝑟𝑣𝑒𝑑 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 − 𝑀𝑖𝑛 𝐿𝑎𝑡𝑒𝑛𝑐𝑦

𝑀𝑎𝑥 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 − 𝑀𝑖𝑛 𝐿𝑎𝑡𝑒𝑛𝑐𝑦
 

For reliability and resource utilization (higher is 
better): 

𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 𝑉𝑎𝑙𝑢𝑒 =  
𝑂𝑏𝑠𝑒𝑟𝑣𝑒𝑑 𝑉𝑎𝑙𝑢𝑒

𝑀𝑎𝑥 𝑉𝑎𝑙𝑢𝑒
 

Weighting (These weights should sum to 1 
(w1+w2+w3 =1)) 
Assign weights (w1, w2, w3) to each QoS 
parameter based on its relative importance to the 
system. For example: Latency: w1=0.4, 
Reliability: w2=0.3, Resource Utilization: w3=0.3 

Calculate the QoS Score 

QoS Score = w1*Normalized Latency + 
w2*Normalized Reliability + 
w3*Normalized Resource Utilization 

These metrics were selected to give a broad 
view of system capability and were used to 
compare against ‘baseline’ systems, including a 
cloud-only setup, a static fog computing 
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configuration, and other dynamic approaches. 
To improve the understanding of the proposed 
system, each of the mentioned metrics, as well 
as their combinations, was considered 
separately. 

4.4 Validation and Analysis 

Five baseline methodologies were used to 
validate the system's performance. These 
scheduling and allocation strategies can be 
considered in the system models under study: 
cloud-only systems (Bonomi et al., 2012, Zhu et 
al., 2018), static fog scheduling (Rahbari and 
Nickray, 2019, Luong et al., 2020), for example: 
round-robin, dynamic task scheduling (Shukla et 
al., 2019b, Sharma and Gupta, 2023, Trabelsi 
and Ben Ahmed, 2024) , dynamic resource 
allocation (Mahmud et al., 2019b, Zhang et al., 
2023, Costa et al., 2024), and the combined 
dynamic scheduling and allocation (Mahmud et 
al., 2019a, Aburukba et al., 2020, Kouka et al., 
2024).  

The validation experiments also involved exactly 
the same task domains and resource settings 
used in the primary experiments. The results 
showed that the proposed system excels these 
approaches in all these indexes. In more detail, 
the system obtained less latency because of the 
local processing in the fog layer, more reliability 
by optimizing smart task scheduling, and better 
utilization of the resources resulting from the 
integration of DQN and MOEA/D. Further post 
hoc statistical analyses were conducted to 
ensure that the results were statistically 
meaningful. These comparative analyses 
demonstrated that by incorporating fuzzy logic, 
DQN, and MOEA/D together offered a 
complementary impact to boost the capacity of 
the system to flow adaptive and supported high 
QoS in different workloads environment. These 
findings support the capability of the proposed 
architecture and these algorithms in solving 
actual IoT problems. 

5. Results 
The result is accompanied by analysis that 
showcases its effectiveness through enhanced 
QoS performance. These results are compared 
with baseline methods to understand the 
metrics of the proposed architecture: reduced 

latency, optimized resources, reliability, and 
better QoS.  

5.1 Performance Metrics 

The evaluation was carried out with the help of a 
simulation environment where different proposed 
IoT-fog-cloud processing system and several 
comparative systems. Specifically, measured 
parameters consisted of a latency, reliability, 
resource usage, and an average QoS score. The 
performance of our system is compared against 
several baseline architectures: Research 
evaluated five different system models including 
Cloud-only and Static Fog and Dynamic Task 
Scheduling and Dynamic Resource Allocation 
and Combined Dynamic Task Scheduling and 
Resource Allocation. Significant performance 
benefits emerge from our holistic framework 
which deploys fuzzy logic for prioritization 
together with DQN for task scheduling as well as 
MOEA/D for resource allocation optimization. 
Figure 7 visualizes how architectures evolved 
throughout the period. The plotted curve 
demonstrates the proposed system's superior 
capability to achieve [specific metric outcomes] 
while consistently leading baseline methods in 
performance benchmarks.For IoT applications, 
latency serves as a vital measurement that 
describes how much delay exists between when 
tasks start and finish. Rather than baseline 
competition our method provides significant 
improvements in latency performance. Our 
architecture delivers an average performance 
time of 16.42 ms which represents a 52.71% 
reduction beyond Combined Dynamic (34.72 ms) 
and a remarkable 81.8% faster execution than 
Cloud-only (90.23 ms). The Fog layer 
implements localized task processing and 
dynamic scheduling together with efficient 
resource allocation that leads to this reduction. 
Figure 8 reveals how different architectures 
perform regarding their average latency 
measurement. 

The system demonstrates reliable performance 
through its ability to execute tasks flawlessly 
throughout execution periods while minimizing 
errors. The implementation results show our 
system operates with an average reliability level 
of 94.06% at superior rates when compared to 
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all baseline solutions. The combination of fuzzy 
logic and DQN maximizes both priority 
scheduling and optimal execution for high-
reliability tasks. Our system enhances reliability 
performance by 21.12 % over the Cloud-only 
system which produced 77.66% reliability 
results and nearly results with combined 
dynamic approaches that reach 94.01%. The 
reliability evaluation of multiple architectures 
appears in Figure 9. 

The optimization of resource usage stands 
essential for diminishing resource consumption 
along with protecting Fog node capacity. Our 
system demonstrates the highest resource 
utilization of 89.99% which surpasses all other 
sample architectures studied. The resource 
allocation process through MOEA/D delivers 
balanced distributions of tasks to fog nodes thus 
preventing bottlenecks while optimizing 
resource efficiencies, the system improves the 
utilization of resources by 4.5% than other 

combined dynamic approaches. System 
performance regarding resource usage is 
displayed in Figure 10. 

The QoS score links these performance 
benchmarks through weighted assessments of 
latency along with reliability and resource usage 
metrics. The QoS scoring shows our system 
produces superb performance results with an 
average score of 73.85% which leads the 
combined dynamic system with 68.59% and the 
cloud-only system with 43.24%. Our 
architecture shows competence in dealing with 
competing objectives while delivering high QoS 
outcomes improved by 7.67% than all other 
existing approaches. The average of QoS 
metrics are summarized in Table 4, and Figure 
11 shows the QoS score significance achieved 
with our approach. 

 

Table 4: Summarized system KPIs (each system is referenced previously) 

System 
Average 
Latency (ms) 

Average 
Reliability 
(%) 

Average 
Resource 
Utilization (%) 

Average QoS 
Score (%) 

Cloud-only 90.23±2.3 ms 77.66± 1.2% 67.59± 1.1% 48.24± 1.37% 

Static Fog (Round Robin, First 
Fit, …) 

75.46±2.3 ms 85.04± 1.2% 75.32± 1.1% 48.77± 1.37% 

Dynamic Task Scheduling 
Only 

45.27±2.3 ms 90.01± 1.2% 80.11± 1.1% 65.38± 1.37% 

Dynamic Resource Allocation 
Only 

54.55±2.3 ms 90.08± 1.2% 82.70± 1.1% 54.84± 1.37% 

Dynamic Task Scheduling 
+ Resource Allocation 

34.72±2.3 ms 94.01± 1.2% 86.05± 1.1% 68.59± 1.37% 

Proposed System 16.42±2.3 ms 94.06± 1.2% 89.99± 1.1% 73.85± 1.37% 
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Figure 7: The graph presents performance comparison data which illustrates how the proposed 
system excels against baseline implementations through. 

 

 

Figure 8: Demonstrate that the proposed system leads to major latency reductions when compared 
against other approaches 
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Figure 9: The analysis demonstrates that the proposed system maintains better reliability during 
task processing than other architectures operating in the market. 

 

 

 

Figure 10: This analysis demonstrates improved resource efficiency of the proposed system relative 
to conventional and dynamic approaches through average architecture resource utilization 
measurements. 
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Figure 11. A two-way ANOVA revealed 
significant difference in QoS score across 
systems with all pairwise comparisons having 
strong significance (Mean+_SEM, the significant 
difference is adjusted as: p<0.05=*, p<0.01=**, 
p<0.001=***, and p<0.0001=****).  

5.2 Comparative Analysis 

The proposed system improved QoS score by 
95.97% compared to the cloud only system. 
Finally, the proposed system outperformed static 
fog systems, across all the metrics, using 
simplistic task allocation methods. The use of 
integrated approaches compared to dynamic 
approaches, even focusing on a single task 
scheduling or resource allocation, leads to 
failure, highlighting an advantage of the 
proposed system approach. Although fuzzy logic-
based task evaluation, k-means clustering and 
dynamic task scheduling with resource allocation 
combined were competitive, fuzzy logic-based 
task evaluation and k-means clustering provided 
additional benefits to system performance. A 
natural advantage for the proposed system lied 
in its ability to make intelligent, layered decisions. 
The QoS metrics improvements are found by: 

QoS Metric Improvement = 
𝑄𝑜𝑆 𝑀𝑒𝑡𝑟𝑖𝑐(𝐵𝑎𝑠𝑒𝑙𝑖𝑛𝑒)−𝑄𝑜𝑆 𝑀𝑒𝑡𝑟𝑖𝑐(𝑂𝑢𝑟 𝑆𝑦𝑠𝑡𝑒𝑚)

𝑄𝑜𝑆 𝑀𝑒𝑡𝑟𝑖𝑐(𝐵𝑎𝑠𝑒𝑙𝑖𝑛𝑒)
∗ 100 

Where QoS Metric (Baseline) is the baseline of 
QoS Metrics in previous systems, and QoS 
Metric (Our System)  is the improvement of QoS 
Metrics in our system. And, where QoS Metrics 
are Latency, Resource Utilization, and 
Reliability. 

Example of comparison (Latency Reduction): 

Latency (Baseline Cloud System) = 126.09 ms, 
Latency (Proposed System) = 16.41 ms 

Latency Reduction (%) = 
126.09−16.41

126.09
∗ 100 

Latency Reduction (%) = 
109.68

126.09
∗ 100=0.8698 → 

86.98% 

5.3 Ablation Analysis 

An ablation study was further performed to justify 
the role played by each intelligent technique in 
the proposed system. In this experimental 
analysis, Fuzzy Logic and MOEA/D contributions 
are isolated and tested by selectively disabling 
each of them, and keeping the DQN module as 
the central scheduling agent. The rationale 
behind this choice is that DQN is the primary 
reinforcement learning engine, which performs 
dynamic task scheduling and allows learning to 
adapt over time. The elimination of DQN will 
make the scheduling process non-intelligent and 
purely heuristic, which nullifies the premise of the 
suggested architecture. 

In the first ablation condition, Fuzzy Logic was 
eliminated. All the incoming tasks were sent to 
the DQN module without any classification based 
on the urgency. This removed the differentiation 
of latency-sensitive and non-critical functions that 
the system could perform. This caused the 
scheduler to be overloaded during the high-
volume situations, causing a significant 
performance reduction. The mean task success 
rate was reduced by 7.3%, the deadline 
completion ratio by 10.2%, and the mean latency 
was higher by 18.9% compared to the complete 
system. MOEA/D was left out in the second 
setting. The tasks were still assigned with the 
help of Fuzzy Logic and planned with the help of 
DQN, but the allocation of resources was carried 
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out with the help of a naive heuristic (e.g., First-
Fit). This drawback lowered the capacity of the 
system to balance the workload and to optimize 
the energy consumption. As a result, the 
decrease in resource utilization was 9.5%, 
reliability 6.7%, and the overall QoS score 5.8%. 
These observations make it clear that Fuzzy 
Logic and MOEA/D are necessary to improve the 
system's work. Fuzzy Logic can enhance the 
original priority of tasks, DQN can schedule 
based on more information, and MOEA/D can 
bring intelligent multi-objective optimization, 
making the fog resources used efficiently. The 
ablation analysis helps emphasize the 
effectiveness of the component combination and 
supports the need to implement all of them in the 

suggested architecture. Table 5 shows the 
compression between different system 
contributions. The experimental results make it 
clear that with the elimination of Fuzzy Logic, 
both the latency and the task success rate 
decline significantly. Fuzzy Logic is vital in 
ordering tasks according to their priority to be 
executed on time. On the other hand, when 
MOEA/D is removed, resource usage and 
reliability drop dramatically, as does its influence 
on balanced resource allocation and system 
stability. Although DQN is the core of the two 
setups, the researchers have verified that all 
three modules, Fuzzy Logic, DQN, and MOEA/D, 
are to be integrated synergistically to attain the 
best performance in all QoS dimensions. 

Table 5: Performance Comparison in Ablation Study 

Configurations 
Task Success Rate 
(%) 

Average Latency 
(ms) 

Resource Utilization 
(%) 

Reliability 
(%) 

Proposed System (Full) 98.6± 2% 16.42±2.3 ms 89.99± 1.1% 94.06± 1.2% 

Without Fuzzy Logic 91.3± 2% 19.52±2.3 ms 88.40± 1.1% 93.21± 1.2% 

Without MOEA/D 93.5± 2% 17.33±2.3 ms 80.49± 1.1% 87.32± 1.2% 

6. Discussion  

The proposed IoT-Fog-Cloud system 
demonstrates significant advancements over 
existing architectures by integrating fuzzy logic, 
DQN, and MOEA/D to address critical IoT 
challenges such as latency, reliability, and 
resource utilization. A detailed comparative 
analysis with related studies validates the 
superior performance of our system across all 
key metrics, highlighting its potential for real-
world deployment in dynamic IoT environments. 
Several studies such as (Mahmud and Buyya, 
2018, Rahbari and Nickray, 2019, Shukla and 
Pandey, 2023) have brought to light that latency 
minimization had been the primary focus in fog 
computing systems. As shown for example in 
(Bonomi et al., 2012, Luong et al., 2020), most of 
the static fog-based architectures face latency 
problems either due to inefficient scheduling and 
resource allocation. According to (Shukla et al., 
2019b). which employ dynamic task scheduling 
approaches to provide latency reductions as 
good as 44.37 ms, our system still provides an 
extremely low average latency of 16.42 ms. The 
fuzzy logic driven classification of tasks  

depending on urgency and the real time task 
scheduling enabled by DQN constitutes the most 
concerning feature which leads to the 
improvement.  

These components make sure that high priority 
tasks are processed locally so as to minimize 
cloud resource reliance and the delay associated 
with them. Another area related research has 
focused on reliability: (for example (Abdulkareem 
et al., 2019, Costa et al., 2024) demonstrate the 
need for such a robust task allocation to ensure 
dependable service continuity. That reliability 
rate of 94.06% is more than we get from static 
fog (85.04%) or dynamic task scheduling 
systems (90.01%). The contribution of this 
improvement is from combining fuzzy logic for 
QoS-aware classification and MOEA/D for 
resource optimization. Compared to the 
conventional automated systems that are based 
on pre-defined fixed heuristics (Al-khafajiy et al., 
2019, Aburukba et al., 2020), our system can 
shift its performance dynamically depending on 
workload variations in order to maintain 
consistent reliability levels under fluctuating 
environments. For sustainable fog computing 
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systems, it is important to utilize the resource 
efficiently. Resource underutilization or 
overloading occurs because static allocation 
methods such as round robin and first fit are 
used by (Awaisi et al., 2021, Goudarzi et al., 
2022).  

On the other hand, dynamic resource allocation-
only approaches achieve an average resource 
utilization of 82.70%, whereas our system attains 
89.99% high resource utilization rate. The design 
achievement is due to the ability of MOEA/D to 
balance resource distribution among fog nodes 
under consideration of while minimizing latency 
and maximizing reliability. Like  (Kouka et al., 
2024), the proposed system achieves efficiency 
between multiple objectives, while doing so 
equitably such that the resource usage does not 
sacrifice system performance. The QoS score 
which combines reliability, resource utilization 
and latency is a succinct digestion of the system 
performance. Our system outperforms the 
dynamic systems formed by task scheduling and 
resource allocation, as studied by (Mahmud et 
al., 2019a, Sharma and Gupta, 2023), by a QoS 
score of 73.85% whereas they can achieve 
68.38%. It shows that the complementary effect 
of translating fuzzy logic, QoS and MOAE/D 
components for QoS problem. It is also 
consistent with latest progress in AI driven fog 
computing. Studies like (Shukla and 
Tchouankem, 2023, Su et al., 2023, Zhang et al., 
2023) highlight the transformative potential of 
reinforcement learning for dynamic task 
management, while (Luong et al., 2020, 
Zahmatkesh and Al-Turjman, 2020) emphasize 
the role of multi-objective optimization in 
addressing resource constraints.  

Using these methodologies in concert with a 
unified architecture, our system achieves both 
improved task execution efficiency and scalability 
and adaptability to varying IoT workloads. 
Overall, the proposed system outperforms 
baseline methods in all performance measures 
including cloud-only methods, static fog 
architectures, and dynamic methods. The system 
integrates fuzzy logic for task classification, DQN 
for adaptive scheduling, and MOEA/D for 
resource optimization, and hence it achieves a 

balanced trade-off between latency reduction, 
reliability enhancement, and efficient resource 
utilization. This reinforces the feasibility of 
applying the proposed architecture to cope with 
the time-nonlinear characteristics of IoT 
applications in the future. 
7. Conclusion  

The paper proposes an effective and intelligent 
fog computing architecture that successfully 
addresses the QoS issue in complex and 
dynamic IoT systems. The system features a 
multi-layered, modular structure that combines 
Fuzzy Logic-based task classification, DQN-
based dynamic task scheduling, and MOEA/D-
based effective resource allocation, reflecting 
real IoT deployment scenarios. The simulation 
setup effectively loads the environment with 
clustered fog nodes using the K-means 
clustering algorithm, emulating a proximity-aware 
architecture found in smart cities, health 
monitoring applications, and industrial 
automation. The proposed model reduces 
latency, enhances task success rates, and 
improves reliability through dynamic and 
hierarchical processing across resource-
constrained and latency-sensitive IoT Fog Cloud 
layers. The DQN agent estimates optimal actions 
in real-time, considering varying network loads, 
while fuzzy logic ensures that high-priority tasks 
are treated as urgent. MOEA/D facilitates 
scalable and balanced computation load 
allocation, balancing energy costs and delays. 
These innovations have both theoretical and 
practical applications. The proposed framework 
is particularly well-suited for smart healthcare, 
where latency-sensitive processing of critical 
patient data is vital; smart transportation, which 
requires near-instantaneous route optimization; 
and industrial IoT, where system responsiveness 
and uptime are essential. Ablation studies and 
performance validation indicate that all modules 
significantly contribute to overall gains. The 
proposed system achieves up to 80% lower 
average latency compared to traditional cloud-
only and static fog architectures, with a 12% 
increase in task success and improved resource 
utilization under stress. These findings confirm 
the relevance of our solution to current IoT 
needs. For future work, we aim to extend this 
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system by incorporating hybrid optimization 
methods, integrating a multi-agent DQN 
framework, and conducting tests on real-world 
testbeds to transition from simulation to 
production-ready solutions. 
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