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Cyber weapons
Cyber between effectiveness and Guaranty
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Abstract
We are now standing on the threshold of sixth generation wars, in which the wars of
this generation will be conducted with cyber weapons that rely on highly intelligent
systems, through robotics technology and autonomous weapons systems, in addition to
many innovations that countries are still developing. It also possesses fake programs
that contain self-spreading viruses, as well as advanced systems for detecting and

355 | 2024 «.) c(ual:'dl)s.\aj\ c(22).x\5}-\ duldly 05l }ﬁ\) y\P3



mailto:abobakreldeeb@yahoo.com
mailto:abobakreldeeb.eldeeb@yahoo.com

Zanco Journal of Law and Politics ISSN-Print: 2079-3901
Vol(22), No(Sp), 2024 ISSN-Online: 3005-396X

exploiting vulnerabilities in enemy websites, as well as digital bombs awaiting orders. In
order to sabotage the enemy's electronic infrastructure.

After the security of cyberspace became one of the foreign policy priorities of many
countries and within their national security strategies, the increasing threats to the
security of cyberspace prompted many countries to make strenuous efforts in
introducing special legislation to confront cyber threats, including the establishment of a
military command to protect cyberspace, as well as About establishing bodies to
confront information emergencies, and creating cyber warfare units within armies.

This research presents the possibility of applying the rules of international
humanitarian law and international human rights law - and the agreements and
protocols in their context - to cyber warfare, and we try to monitor the practical extent
to which these laws include cyber warfare, and the possibility of humanizing this type of
war in the sense of including it within the contents of the law.

Key words: Cyberspace, autonomous weapons, 6th generation warfare, robotics
technology.
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