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Initial investigation procedures in the crime of forgery of
electronic signature

Asst. Prof. Dr. Yahya Hamoud Murad Al-Waeely

Department of Public Law, College of Law, University of Karbala, Iraq.

Email: yahya.h@uokerbala.edu.iq

Abstract
“  Forgery of an electronic signature refers to the use of a personal mark consisting of
letters, numbers, symbols, signs, sounds, or others, with a unique character indicating its
attribution to the person or institution signing it. The investigation procedures for
crimes of forgery of an electronic signature include many legal procedures based on It
has the competent judicial authorities to identify the perpetrators and bring them to
justice. The investigation into electronic signature forgery crimes is distinguished from
the traditional investigation into non-electronic crimes by the development of the
concepts used and its subjectivity. The investigation depends on collecting digital
evidence and analyzing the electronic signature, with the difficulty of proving electronic
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crimes before the court. The research emphasizes There is a need for judges and experts
specialized in the field of information technology to understand the technical and
technological details related to the crime.

The primary investigation procedures are faced with collecting evidence and revealing
the truth in electronic fraud crimes, including how to interrogate a cybercriminal who is
characterized by intelligence and technical skills, which makes the investigation more
complex, as well as the problem of inspecting and seizing evidence and what type of
evidence can be seized. An expert must also be present. Criminal evidence and witnesses
are characteristics that are not available in the characteristics of these categories in
traditional crimes”.

key words:Electronic signature, forgery, electronic crimes, investigation procedures.
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